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Thank You to our Education Session Sponsors!



Cybersecurity of the Future for Critical Infrastructure

Moderator: Maj. Gen. (ret) Tim Byers, Senior Vice President, 

Growth & Sales Jacobs

Speakers:

• Maj. Gen. Thomas Tickner PMP, USA, Deputy 

Commanding General, Installation Management Command

• Daryl Haegley, DAF Control Systems Cyber Resiliency & 

AF/ASCS Division Chief, Department of the Air Force

• John Kliem, Director, Federal Strategy, Johnson Controls



Fun Facts

SPEAKER Maj. Gen. Thomas

Tickner PMP, USA
Installation Management Command
Deputy Commanding General

• E.A.G.L.E.S…EAGLES!

• Bellows Air Force Base

• Did you Know I have identical 

twin daughters

• Home Remodeling, Golf, 

Family



SPEAKER
Daryl Haegley
Department of the Air Force

DAF Control Systems Cyber 
Resiliency & AF/ASCS Division Chief

• Sang Tenor in a Barbershop 

Chorus

• Have a Mummers Parade 

costume

• University of South Carolina 

college football walk-on

Fun Facts



Fun Facts

SPEAKER John Kliem
Johnson Controls

Director, Federal Strategy

• Texas Aggie Football

• Did you Know I…make my 

own beer

• Hobbies: Backpacking, 

flyfishing, and watercolor 

painting.





Panelist Overview



• Strategic Objective 2.4: Enhance cybersecurity Strategic Objective Lead: 
DoD CIO. The scope, pace, and sophistication of malicious cyberspace activity 
continues to rise globally. Growing dependence on the cyberspace domain for 
nearly every essential civilian and military function makes this an urgent issue 
that must be addressed. DoD overmatch in conventional and strategic 
weaponry may be overcome through sophisticated attacks within cyberspace, 
supply chain exploitation across the acquisition and sustainment lifecycle, and 

intelligence operations targeting insiders with access. The Department 
must adopt a “Cyber First, Cyber Always” mindset and be 
prepared to defend DoD systems in a contested 
cyberspace. Every network, system, application and 
enterprise service must be secure by design, with 
cybersecurity managed throughout the acquisition 
lifecycle. The Department will maintain system confidentiality, integrity, and 

availability by defending against avenues of attack used by sophisticated 
adversaries and with a highly trained and motivated workforce.

DoD Strategic Management Plan FY 22 – 26



DHS CISA & NSA Release OT/IT Advisory

Control System Defense: 

Know the Opponent  (alert issued 22 Sept)

• "State-sponsored APT actors target critical infrastructure for political 
and/or military objectives, such as destabilizing political or 
economic landscapes or causing psychological or social impacts on 
a population,“

• "The cyber-actor selects the target and intended effect — to 
disrupt, disable, deny, deceive, and/or destroy — based on these 
objectives."

https://media.defense.gov/2022/Sep/22/2003083007/-1/-1/0/CSA_ICS_Know_the_Opponent_.PDF



DoD Estimated IT
15,000 Information Systems
2.3M Workstations & servers
105K Mobile Devices
58,000 Network Infrastructure Devices
50,000 IoT
25,000 Network User Support Devices

Material Handling

• Programmable 

Logic 

Controllers 

• Vertical Lift 

Modules

• Automated 

Weight and 

Offering 

System

• Conveyors

Fire 

Protection

• Fire Alarm 

Reporting

Systems

• Fire 

Suppression 

Systems

• Mass 

Notification 

Systems

Security

• Electronic 

Security 

Systems

• Key Control

Building Control 

Systems

• Building 

Automation

Systems

• Electrical 

Systems

• Building 

Lighting 

Systems

• Elevator 

Systems

• HVAC

• Vehicle 

Charging 

Systems

Petroleum, Oil & 

Lubricants

• Automated 

Fuel 

Handling 

Systems

• Automated 

Tank 

Gauging

Systems

• Hydrant Fuel 

Automation

Maintenance

• Automatic 

Fuelling 

Service 

Station

Utility Control

Systems

• Central Plant 

Chilled Water

Systems

• Central Plant 

Steam 

Systems

• Water 

Treatment 

Systems

• Waste 

Treatment 

Systems

• Utility (smart) 

• Metering 

Systems

Other

• Marquees

• Mobile Range

• User 

Managed 

Device (UMD) 

– Mobile 

Trailer

• Drones

DoD Estimated CS/OT
500 installations
4600 Sites
276,000 buildings
185,000 Structures
140,000 Linear Structures
Unknown # Devices

All Critical Mission Systems w/ Sensors

& Relay Real-time Status…   

IT, PIT, ICS, OT, CPS, Control Systems, etc.

Logistics

• 89 systems 

in Logistics 

Authorized 

Boundary 

List (ABL). 

Most are IT, 

very few OT,  

None are  

Control 

Systems



Axis Cameras









Implement Zero Trust … MOSAICS

GSA: “…there is no single end-to-end, comprehensive Zero Trust Network solution…” 

https://zerotrust.cyber.gov/



https://public.cyber.mil/dcwf-work-role/control-systems-security-specialist/



Industry



An Approach to 

Cybersecurity

• Increasing threat surface

• Rip-and-replace solutions are costly 

and disruptive

• Need to capture the high ground in 

the digital battle space



Increasing Threat 
Surface

• IoT vulnerabilities; lack basic 
security and data protections

• Deployed in large scale at low 
costs

• Adversaries are exploiting 
vulnerabilities



Lack of Budget

• Existing OT architecture is 

pervasive

• Rip-and-replace is not an option

• Avoid false sense of security by 

embracing technology



Community Based 

Solutions

• Facility engineers and IT 

systems engineers

• Convergence of IT/OT; who is 

the supported Commander

• Capture the high ground in the 

digital battle space

– Think like the banking industry



• Maj. Gen. Thomas Tickner, PMP USA, 

thomas.j.tickner.mil@army.mil

• John Kliem, john.kliem@jcifederal.com

• Daryl Haegley, daryl.haegley@us.af.mil

mailto:thomas.j.tickner.mil@army.mil
mailto:john.kliem@jcifederal.com
mailto:daryl.haegley@us.af.mil


THANK YOU

Please take a few minutes to 

complete a short survey about 

this session. Your feedback will 

help us improve future 

programming for JETC.
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